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Pattern Catalog ldea

General platform and product independent,
reusable solutions to commonly occurring

memory acquisition problems applicable in
a specific context.

Windows specific dump configuration and generation (Special Topics slides)
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https://www.patterndiagnostics.com/files/LegacyWindowsDebugging.pdf

Pattern Categories

@ Structural Space Patterns
various memory dump and snapshot types
@ Acquisition Strategy Patterns

various strategies to acquire memory data
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Structural Space Patterns

General
Volatile

Persistent
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General

® State Summary Dump

minidump / ProcDump
.dump / .dumpcab in WinDbg
LiveKD

® Region Memory Dump

writemem in WinDbg
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https://learn.microsoft.com/en-us/sysinternals/downloads/procdump
https://learn.microsoft.com/en-gb/sysinternals/downloads/livekd

Volatile

Process Memory Dump

Kernel Memory Dump

Physical Memory Dump

Hyper Memory Dump memory analysis pattern

Fibre Bundle Dump

Kernel Virtual Space
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https://www.dumpanalysis.org/blog/index.php/2018/03/11/crash-dump-analysis-patterns-part-255/

Persistent

File Memory Dump

Storage Memory Dump
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Acquisition Strategy Patterns

External Dump
Self Dump
Conditional Dump
Dump Sequence

Transactional Dump addresses
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https://www.dumpanalysis.org/blog/index.php/2008/02/22/crash-dump-analysis-patterns-part-52/
https://www.dumpanalysis.org/blog/index.php/2015/10/26/crash-dump-analysis-patterns-part-231/
https://www.dumpanalysis.org/blog/index.php/2013/01/04/crash-dump-analysis-patterns-part-192/
https://www.dumpanalysis.org/blog/index.php/2007/01/24/crash-dump-analysis-patterns-part-7/

